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Infroduction

When using IBHRS, Two-Factor Authentication is required. To do this process, a Time-
Based One-Time (TOTP) password will need to be created. Traditionally, this is done
with a smartphone. For users without smartphones, the use of browser extensions for

TOTP is approved. The recommended authenticator is https://authenticator.cc/ which
may be added to Edge, Chrome, and Firefox.
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1 For Smariphones

1.1 Download an Authenticator App

Download the micorsoft or google authenticator via the Apple App store or the Google
Play Store.

2:649 w Tm
<« Search

Q, authenticator app © Cancel

P B Microsoft Authenticator
v Protect . o identit GET
%%k Kk k

. Google Authenticator
\g tlitie OPEN
* % ¥

f Q e

-
Stronger security with sirgie senup g Aurique cose wed
Google Authenticator your camera o

Search

1.2 Set IBHRS Security Question

Step 1: When your account has been created, click the link in the email sent to you to
set up your security question and password. This link expires after 24 hours, so it is
important to click the link as soon as possible.

If you already have an account, go to the login page and click Reset Passsword to
generate the email.
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Reset Credentials for WITS

@ If there are problems with how this message is displayed, click here to view it in a web browser,

noreply@witsweb.org
To @ Shelby Maloney

IBHRS UAT

Web Infrastructure for Treatment Services

Shelby AuthTest

https:/ibhrs-uat-sts. witsweb.org/Account/ConfirmPasswordReset/58 3HfOaPjyMsxJhUjihwsQ

€3 Reply

% Reply All

—» Forward

Mon 3/13/2021 1210 PM

As you have requested, a reset credentials link is provided below. Please click on this link to set your credentials as soon as possible as it will
expire after 24 hours from the time this email was sent. If you did not initiate this request, please ignore this link and contact your WITS
administrator or supervisor.

Step 2: On the Reset Credentials screen, choose a security question, and type in the
answer. Keep in mind, you should choose something that you will remember, and that

the security question answer is case sensitive.

%

IBHRS UAT

Web Infrastructure for Treatment

1 Services

-

Reset Credentials

Display Name

AuthTest, Shelby

Emai
shelby maloney@feisystems

Securty Question

Step 3: After you have set up your security question and password, a TOTP

Authentication Link will be sent to your email address.
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Reset TOTP for WITS
N Repl &5 Reply Al F d
noreply@witsweb.org € Reply ) Reply — Forwar
To @ Shelby Maloney Mon 3/13/2021 12:18 PM

@ If there are problems with how this message is displayed, click here to view it in a web browser,

IBHRS UAT

Web Infrastructure for Treatment Services

Shelby AuthTest

As you have requested, a reset TOTP link is provided below. Please click on this link to set your TOTP as soon as possible as it will expire after
24 hours from the time this email was sent. If you did not initiate this request, please ignore this link and contact your WITS administrator or
SUpErvisor.

https://ibhrs-uat-sts witsweb.org/Account/CreateTotpSecretkKey/gOumDFrClQUS1BwuBbag

Step 4: Click the link, and you’ll be taken to the TOTP Authentication page.

IBHRS UAT

web Infrastructure for Treatment Services

IBHRS UAT -
Setup TOTP
Authentication

Scan the barcode with the
two-factor authentication
&pp on your phone

1f you cart scan a barcode,
enter the following text
cade instead on the two-
factor authentication app on

P
O5FDMUDQGNWGEWSVMFBWG2SZMV3DGVCK JRWFKO2BIFATZ

Then the app will display a
sixdigit code to enter
below.

e 808 code i ecuires

Step 5: Scan the QR Code with your Authentication App. And that will connect your app
to IBHRS.
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Step 6. Then, when you log into IBHRS, it will ask for a TOTP code. Open your app to
get the code.

7
\ccounts
STANDARD WITS
dgarg

694 876 “

Step 7: When logging into IBHRS, put the TOTP code from your phone into the TOTP
Field.

IBHRS UAT

Web Infrastructure for Treatmgnt Services

LogIn
User ID
[ nan
Password
Password [O)
TOTP
TOTP ®
Forgot Password or Pin?
=== ‘

UAT

Version: 20.1.0.0 | Powered by WITS
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2 For Web Browsers

2.1 Downloadthe Browser Extension and Add to Browser

Step 1: When at the hitps://authenticator.cc/ page, you will be prompted to download.
Choose your browser, and Add.

E I ™ Authenticator

It Two-factor authentication in your browser
o -
= Add o Fieox

dd to Edge

& chrome web store - P i sairess shows here ~
E1?  Authenticator
ve
*k kA Productivity | 2 1.000.000
& R

2.2 Set up IBHRS Security Question

Step 1. When your account has been created, click the link in the email sent to you to
set up your security question and password. This link expires after 24 hours, so it is
important to click the link as soon as possible.

Reset Credentials for WITS
<
° noreply@witsweb.org €3 Reply €y Reply All —» Forward

To @ Shelby Maloney Mon 3/15/2021 12:10 PM

@ If there are problems with how this message is displayed, click here to view it in a web browser.

IBHRS UAT
Web Infrastructure for Treatment Services

Shelby AuthTest

As you have requested, a reset credentials link is provided below. Please click on this link to set your credentials as soon as possible as it will
expire after 24 hours from the time this email was sent. If you did not initiate this request, please ignore this link and contact your WITS
administrator or supervisor.

https:/ibhrs-uat-sts. witsweb.org/Account/ConfirmPasswordReset/58 3HfOaPjyMsxJhUjihwsQ
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Step 2: On the Reset Credentials screen, choose a security question, and type in the

answer. Keep in mind, you should choose something that you will remember, and that
the security question answer is case sensitive.

IBHRS UAT
wieb Infrastructure for Treatment Services

e N

Reset Credentials

AuthTest, Shelby

Email
q{ sheiby maloney@feisystems
Answer

Step 3: After you have set up your security question and password, a TOTP
Authentication Link will be sent to your email address.

IBHRS UAT
web Infrastructure for

Treatment Services

( B

IBHRS UAT TOTP
Authentication
Reset Request
Sent

2.3 Set up TOTP Authentication

Step 1: Click the link in the email sent to you to set up your TOTP Authentication.

© FEI Systems
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Reset TOTP for WITS

noreply@witsweb.org
To @ Shelby Maloney

@ If there are problems with how this message is displayed, click here to view it in a web browser,

IBHRS UAT

Web Infrastructure for Treatment Services

Shelby AuthTest

<D Reply

% Reply Al

—» Forward

Mon 3/13/2021 12:18 PM

As you have requested, a reset TOTP link is provided below. Please click on this link to set your TOTP as soon as possible as it will expire after
24 hours from the time this email was sent. If you did not initiate this request, please ignore this link and contact your WITS administrator or

SUpErvisor.

https://ibhrs-uat-sts witsweb.org/Account/CreateTotpSecretkKey/gOumDFrClQUS1BwuBbag

Step 2: The link will provide both a QR code and a key —the QR code can be used to
set up the TOTP with the Browser Extension.

%

IBHRS UAT

Web Infrastructure for Treatment Services

-

IBHRS UAT -
Setup TOTP
Authentication

Scan the barcode with the
two-factor authentication
app on your phone

1f you cart scan a barcode,
enter the following text
cade instead on the two-
factor authentication app on

| P

Then the app will display a
six-digit code 1o enter
below

Stk code b reubed |

Step 3: While on the screen with the QR code and Key, open the Browser Extension.

Click the QR code button on the Browser Extension.
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Step 4: The Browser Extension will prompt you to drag your mouse around the QR
code on the screen — until you have a box around the QR code.

Step 5: Once you have successfully dragged your mouse around the QR code, the
Browser Extension will give a message that the account has been added.

ks

kx4 =]

-

Authenticaty =

‘?‘

3

Version 1.0
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TBARS UAT -
Setup TOTP
Authentication

3DGVCKIRWFKA:

Step 6: Re-open the Browser Extension and enter the six-digit code provided. You can
copy/paste or memorize the number provided.

In order to use Copy / Paste, Chrome will require you to allow the authenticator to have
additional permissions. Select “Allow.”

:9\~>I:)Ul-5L8yhUquw

" E‘,: "Authenticator" has requested additional permissions.
ks

It could:

Modify data you copy and paste

A”O\".r m

You can then click the number within the Authenticator extension, which will copy the
value. Then either right-click or hold “Control” and “V’ on your keyboard. This will paste
the number in the field that states “Six-digit code is required.”

10
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@ RS UAT

c

Apps

BHRS UAT - Setup ~ X

2

o e

FEl Systems Persanal

K3 US foster care probi.

pSecretkey/gOumDFICIQUS 18wuBbag

@ Coursera | Online C.

oo una
Web Infrastructure for Treatment Services

IBHRS UAT -
Setup TOTP
Authentication

Scan the barcode with the
two-factor authentication
app on your phone.

If you canit scan a barcode,
enter the following text
code Instead on the two-
factor authentication app on
your phone

- 8 x
# m »Q

b Authenticator Be

Show 3l entnes =

IBHRS UAT

656851

sheiby.maloney @feisystams com

Then the app will display a
six-digit code 1o enter
below

[ S en cado s rogies |
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2.4 loginto IBHRS

Enter your User ID, Password, and code from the Browser Extension to login.

@ 1sHRs UAT x 4+ - o x
€ C O @itk ts.witsweb,org/1d floginZsignin=10a955 55720531ad347 o fr N
HAgps [] FEISystems [ Persanal 3 US foster care probl.. (@) Coursera | Onlie .. @ Authenticator =0
Show all entries
1BHRS UAT
@ i
IBHRS UAT
Wieb Infrastructure for Treatment Services
LogIn
userio
shelby authtest
Password
ToTR
ot P =
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